STANDARD STUDENT DATA PRIVACY AGREEMENT Version 2.1
EXHIBIT "B": SCHEDULE OF STUDENT DATA

All Data Elements identified in this Exhibit are correct at the time of signature. Data collected: R=required; O = optional

IP Addresses of users, Use of cookies, etc.

R

Other application technology metadata

R

If "Other" checked, please specify below checked box:

User platform, user device, browser version, build version, OS type
and version

Metadata on user interaction with application R
Standardized test scores

Observation data (0]
Voice recordings (0]
Other assessment data (0]

If"Other" checked, please specify below checked box:

Student school (daily) attendance data

Teachers may use performance on Boom Cards as formative or
summative assessment. Teachers may use Boom Cards to collect
observation data.

Student class attendance data

Online communication captured (emails, blog stories)

Conduct or behavioral data

Date of birth

O - Teachers may assign Boom Cards that measure or
collect conduct or behavioral data.

Place of birth

Gender

Ethnicity of race

Language information (native, or primary language spoken

by student)

Other demographic information

o

If"Other" checked, please specify below checked box

Teachers may assign Boom Cards that would collect demographic
information.
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Student school enrollment

Student grade level

Homeroom

Guidance counselor

Specific curriculum programs

Year of graduation

Other enrollment information

o

If "Other" checked, please specify below checked box.

Grade level and curriculum program might be inferable from the
Boom Cards assigned.

Address

Email

Phone

Parent ID number (created to link parents to students)

First and/or last

Student scheduled courses

Teacher names

English language learner information

Low-income status

Medical alerts/health data

Student disability information

Specialized education services (IEP or 504)

Living situation (homeless/foster care)

Other indicator information

o

If "Other" checked, please specify below checked box.

Special indicator information might be inferable from the Boom
Cards assigned.

Address
Email Discontinued—we no longer import email addresses. If we
mat receive an email address and it is the only student identifier, we
render it unusable as an email address.
Phone

Local (school district) ID number
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State ID number

Provider/app assigned student ID number R

Student app username R

Student app passwords R - encrypted
Student Name

First and/or last O - discouraged
Student In App Performance

Program/application performance o

Student Program Membership

Academic or extracurricular activities a student may belong
to or participate in

Student Survey Responses

Teachers may create Boom Cards decks that act as a survey or

Student responses to surveys or questionnaires . .
P ysorq questionnaire and results are returned to the Teacher.

Student Work

Forthcoming - student ability to create Boom Cards under teacher
supervision

Student generated content; writing, pictures, etc.
Other student work data O

If "Other" checked, please specify below checked box. Short answers, fill-in answers, voice answers
Transcript

Student course grades

Student course data

Student course grades/performance scores

Other transcript data

If "Other" checked, please specify below checked box.

Transportation

Student bus assignment

Student pick up and/or drop off location

Student bus card ID number

Other transportation data

If "Other" checked, please specify below checked box.

Other

Other data collected o

Analytics data showing pages interacted with, resources played,
cards played, time to play a resource, time to play a card, correct
answers, incorrect answers, and other student actions with respect
to a card.

If "Other" checked, please list each additional data element
used, stored, or collected by your application below checked
box.

None
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No student data collected at this time. Provider will
immediately notify LEA if this designation is no longer
applicable.

Student Data Storage Locations

If Student Data is stored outside the United States, list the
Countries where data is stored.



